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Task Manager: Iconic and Versatile

Task Manager is practically synonymous with Windows now, largely due to the fact that it
is one of the most commonly used utilities in the operating system.
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Need to end an unresponsive app? Open Task Manager to do so. Need to see what your
resource utilization is like? Task Manager has your back. You can even control your
startup apps from the Task Manager, which is extremely convenient compared to the
older methods.

= ) . - O X
Task Manager Q  Type a name, publisher, or PID to search
= Startup apps B Run new task
| B Processes .
Last BIOStime: 9.6 seconds
Performance ~
MName Publisher Status Startup impact
3D App history Whatsipp Whatsipp Inc. Enabled Mot measured
E Creative.5BCommand.exe Enabled Mot measured
| % Startup apps
4" slackexe Enabled Mot measured
Qo
= Users M UniGetUl.exe Enabled MNot measured
‘= Details . Razer Synapse 3.exe Enabled Mot measured
| &« GlassWire.exe Enabled Not measured
{‘3 RIS . Spotify.exe Enabled Mot measured
E Screenpresso.exe Enabled Mot measured
B EpicGamesLauncher.exe Enabled Mot measured
@ steam.exe Enabled Not measured
|
‘%’ sizer.exe Enabled Mot measured
[ kdeconnect-indicator.exe Enabled Not measured
@ Microsoft Defender Microsoft Corporation Disabled Nene Zr(
. [CUAHOVE I BEER
@ Betings A Xbox Microsoft Corporation Disabled None

However, Task Manager only provides a tiny glimpse of what is actually going on with all
of your applications on your PC. If you have a problem, you need something that can give
you more information.
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8 Task Manager Tips Every Windows User Should Know

Simplify task management!

Task Manager Isn’t Always Helpful

The most common reason that people launch the Task Manager is to terminate an app
that is malfunctioning, lagging, or completely frozen. Unfortunately, Task Manager can’t
really tell you much about the problem. Really, the only thing it can tell you is how many
system resources an application is using and where the executable is stored on your PC.

P fask Manager Q. Type a name, publisher, or PID to search a = x
= Processes E& Run new task @ Endtask  § Efficiency mode
| B Processes ¥ 159 60% 0%
MName Status CPU Memory Disk Ne
IREFEREIE | > @ Google Chrome (60) 53 75% 53702MB| 0IMBis
D App history > P Task Manager 1.4% 93.4 MB 0 MB/s
> M NordVPN 0.9% 62.6 MB 0 MB/s
¥  Startup apps
Desktop Window Manager 0.7% 73.2MB 0 ME/s
83 Users ™ NordVPM 0.5% 149.9 MB 0 MB/s
— > [ Sysintemals Process Explorer 05%  15.1MB 0 ME/s
System 0.4% 0.1 MB 0.7 MB/s
3 Sservices > |21 Service Host: Diagnostic Policy Service 0.3% 39.7 MB 0 MB/s
> @ GlassWire (32 bit) 03%  44TMB 0 MB/s
> m Screenpresso (6) 0.2% 212.2 MB 0 MB/'s
> Creative Audio Service (32 bit) 0.2% 0.5 MB 0 MB/s
> Antimalware Service Executable 0.2% 146.9 MB 0 MB/s
> Local Security Authority Process (3) 0.2% 9.8 MB 0 MB/s
> @ 02% 3014 MB 0 MB/s
3 Settings =2 Windnuwe Fynlarar nase a1 1 u% W-‘ﬁ'ﬂléﬁ’-"-'h
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It is also pretty opaque. If you've ever opened Task Manager and seen a long list of
svchost.exe with zero context, you’re not alone—Task Manager just can’t display the
relevant information.

"~ A B e s . - 0 X
Task Manager Q  Type a name, publisher, or PID to search
= Details Fg Rrun new task @ End task
B Processes Mame - PID Status User name CPU  Memory (a.. Archite.. Description
svchost.exe 2332 Running SYSTEM o0 676 K xG64 Host Process for Windows Services
Performance W] swchost.exe 3156 Running LOCAL SE... 00 1220K  xb4 Host Process for Windows Services
o] swchost.exe 3218 Running SYSTEM o0 4168 K x64 Host Process for Windows Services
@ App history svchost.exe 3288 Running SYSTEM 00 3BBK  xbd Host Process for Windows Services
o] swchost.exe 3340 Running LOCAL SE... o0 492K xb4 Host Process for Windows Services
G Startup apps W] swchost.exe 3352 Running SYSTEM o0 448K xbd Host Process for Windows Services
o] swchost.exe 3368 Running SYSTEM 00 227T2K  xb4 Host Process for Windows Services
83 Users svchost.exe 3548 Running SYSTEM o0 244K xB4 Host Process for Windows Services
o] swchost.exe 3356 Running LOCAL SE... 00 35,388 K xB4 Host Process for Windows Services
l i= Details o] swchost.exe 3612 Running SYSTEM o0 540K xB4 Host Process for Windows Services
o] swchost.exe 3620 Running LOCAL SE... 00 1,224 K x64 Host Process for Windows Services
{3 . W] swchost.exe 3768 Running LOCAL SE... 00 3124 K x64 Host Process for Windows Services
SEN svchost.exe 3876 Running SYSTEM 00 616 K xbd Host Process for Windows Services
svchost.exe 4020 Running SYSTEM o0 21,916 K x64 Host Process for Windows Services
svchost.exe 4272 Running SYSTEM 00 8028 K xb4 Host Process for Windows Services
svchost.exe 4288 Running LOCAL SE... o0 588K x64 Host Process for Windows Services
svchost.exe 4820 Running SYSTEM 00 2K xb4 Host Process for Windows Services |
o] svchost.exe 5212 Running LOCAL SE... o0 516K x64 Host Process for Windows Services
W] swchost.exe 5204 Running LOCAL SE... 00 1,084 K x64 Host Process for Windows Services
svchost.exe 5268 Running SYSTEM o0 420K x64 Host Process for Windows Services
[ svchost.exe 5280 Running MNETWORK... o0 592K xb4 Host Process for Windows Services
svchost.exe 5404 Running SYSTEM o0 1,720 K x64 Host Process for Wing s, Se_l:wces_
| @3 Settings [ svchost.exe 5444 Running SYSTEM o0 636K x4 Host Process for Win ls‘%i'd\ Ie'f““"
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If you're doing any kind of troubleshooting, or if you just want more information, you'll
need to look elsewhere.

Process Explorer should be your first stop, since it solves all of those problems and more.

Process Explorer Is Task Manager Dialed To 11

Process Explorer—originally a third-party app Microsoft acquired in the early 2000s—
takes the best parts of Task Manager and gives you so much more.

Unlike Task Manager, Process Explorer is designed with troubleshooting and power-users
in mind.

Take svchost.exe, a native Windows process that hosts various Windows services, as an
example. In Task Manager, all you'll see is a long list of Service Host or svchost.exe with
no explanation. In Process Explorer, on the other hand, you get all of the detail you could
ever want.
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T2 Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-AN70HOS\Equinox]

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

File Options View Process Find Users Help
Hicom:|eXx| o2& || R . |

Process | CPU| Private E)ftes| Working Set| PID| Description |Compan=,' Name
- RzChromaStreamServer.... | < 0.01 2272K 8.756 K 14392 Razer Chroma Stream Server Razer Inc.
[(]svchost.exe 3848K 16,944 K 15024 Host Process for Windows Services
[(]svchost.exe 3484 K 12,956 K 2072 Host Process for Windows Services
[(]svchost.exe 7520 K 28512K 1648 Host Process for Windows Services
[(]svchost.exe 5440 K 22972 K 3912 Host Process for Windows Services
[(]svchost.exe 7576 K 11,956 K 13812 Host Process for Windows Services

{CPU Usage: 1.31%

svchost.exe 13504 Host Process for Windows Services

Microsoft Corporation
Microsoft Corporation

= a

<Filter by name>

*

8716K 30,028 K 8896 Host Process for Windows Services
|76 Host Process for Windows Services
Host Process for Windows Services
Host Process for Windows Services

'8 Host Process for Windows Services

[(]svchost.exe

[EWr]svehos Command Line:
Em)svchos  C:AWINDOWS\system32\svchost exe & WebThreatDefense p
E&svehos Path:
[ svchos

indows"\System32'\svchost exe (WebThreat Defense p)

Services:
[Wsvehos  Weh Threat Defense Service [webthreatdefsve] Host Process for Windows Services
[(] svchost BXE TR 7 2 Host Process for Windows Services
[(]svchost.exe 3183K 15,504 K 22416 Host Process for Windows Services
[(]svchost.exe 6.700 K 27,788 K 27688 Host Process for Windows Services
[(]svchost.exe 1436 K 7.368 K 3840 Host Process for Windows Services
[(]svchost.exe 2872K 14132 K 12508 Host Process for Windows Services
[(]svchost.exe 1.864 K 14,012 K 18588 Host Process for Windows Services
[(]svchost.exe 2464 K 12516 K 3536 Host Process for Windows Services
[(]svchost.exe T060K 13.044 K 20564 Host Process for Windows Services
[(]svchost.exe 2792K 8544 K 12896 Host Process for Windows Services
[(]svchost.exe 3768 K 5180 K 1944 Host Process for Windows Services
[(]svchost.exe 230K 5,704 K 48244 Host Process for Windows Services
[(]svchost.exe 2172K 10,128 K 53660 Host Process for Windows Services
MpDefenderCore Service..... 17568 K 33.812K 41500 Antimalware Core Service
MsMpEng exe 0.09 352,300 K 256,076 K 43504 Antimalware Service Executable
[ MisSrv exe 5180 K 14208 K 5744 Microsoft Network Realtime Inspection Service
[(]svchost.exe 2768 K 17.560 K 42024 Host Process for Windows Services

Commit Charge: 61.79% Processes: 353 Physical Usage: 30.60%

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
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If you hover over the process you can instantly see which executable it is associated with
and which command line arguments the process was launched with. If you want even

more detail, just right-click the process and go to “Properties.” There you can get a wealth
of information, including performance history, the executable location and security details,

and a bit about what the application is doing in real time.

A ro o terngl (M svchost.exer13504 (WebThreatDefense -p) Properties = a X
File Options View Process Security Environment Strings
- . )
H | co | M| 0,. > Image Performance Performance Graph GPU Graph Services Threads TCP/IP
Process Image File
[m]svehost exe Host Process for Windows Services r
[(]svchost.exe on
[(]svchost.exe on
[ svchost exe Version: 10.0.26100.4343 on
[@]svchost exe | Build Time: on
[ svchost exe Path: B
[msvehost.exe C:Windows\System32\svchost.exe Explore -]
[(]svchost.exe on
Fsvchost exe Command line: B
[(]svchost.exe C:\WINDOWS \system32\svchost.exe 4 WebThreatDefense p on
[mr]svchost exe Current directory: 4
[(]svchost.exe on
[(]svchost.exe on
Fsvchost exe Autostart Location: b
[(]svchost.exe HKLM'System\CurrentControlSet!\Services \WpnUserService _137bc48 Explore on
[(]svchost.exe on
[ svchost exe Parent:  services.exe(1692) Verify en
[mr]svchost exe User: <access denied> -
svchost.exe Bring to Front on
sv g Started:  10:41:13AM 6/12/2025  Image: nfa Lty b
[ svchost exe — Kill Process on
[(]svchost.exe on
Fsvchost exe VirusTotal: Submit b
MpDefenderCore Service Data Execution Prevention (DEF) Status:  nfa en
MsMpEng.
NiSSS:r e:geexe Address Space Load Randomization: Enabled :
[ svchost exe Control Flow Guard: Enabled on
CTAudSve exe Enterprise Context: NfA oy Ltd
k&' |PohdS.er:r|ce.exe Stack Protection: nfa
CPU Usage: 16.40% Commit Chal

= [m]

<Filter by name>

If you're having a problem with a Windows service malfunctioning—a problem that is still
relatively common—this is a great place to start your investigation.
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Once you know what you’re dealing with, you can use Process Explorer to terminate or

restart any problem processes.

T2 Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-AN70HOS\Equinox]

File Options View Process Find Users Help

Suspend

[ sv 2872K 13,980 K 12508 Host Process for Windows Services

[ sv Create Dumnp y | 1.860K 13,960 K 18588 Host Process for Windows Services

[ sv 2464 K 12364 K 3536 Host Process for Windows Services

[ sv Check VirusTotal.com 7056 K 12,844 K 20564 Host Process for Windows Services

[ sv - 2792K 8.520 K 12896 Host Process for Windows Services

[sv @ Properties... 3.840K 9,168 K 1944 Host Process for Windows Services

] sv . 2268 K 5,552 K 48244 Host Process for Windows Services

sv Search Online... Crl-M 2104 K 10,080 K 53660 Host Process for Windows Services
MpDefenderCore Service..... 18476 K 32124 K 41500 Antimalware Core Service

MsMpEng exe 0.28 353,956 K 301,252 K 43504 Antimalware Service Executable

[ MisSrv exe 5212K 14200 K 5744 Microsoft Network Realtime Inspection Service
[(]svchost.exe 2764 K 17.500 K 42024 Host Process for Windows Services

[ CTAudSve exe <0.01 4476 K 14,900 K 39968 Creative Audio Service

(1) iPodService exe <0 2680K 10,340 K 45652 iPod Service

@ welinstaller exe <0.01 2420K 13,728 K 63416 Windows Subsystem for Linux Installer Service

CPU Usage: 0.83%  Commit Charge: 61.65% Processes: 355 Physical Usage: 49.86%

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Hcom:|exX| 2| |
Process | CF‘U| Private E)ftes| Working Set| PID Description |Compan=,' Name

[(]svchost.exe 7608 K 27,880 K 1648 Host Process for Windows Services
[(]svchost.exe 5440 K 21,508 K 3912 Host Process for Windows Services
[(]svchost.exe TE40K 11,740 K 13812 Host Process for Windows Services

svchost .exe 31183 K 21,104 K 13504 Host Process for Windows Services
[ sv Window 8716K 25883 K 8896 Host Process for Windows Services
[ sv 2172K 5740 K 11076 Host Process for Windows Services
[ sv Set Affinity... 23476 K 57,708 K 1908 Host Process for Windows Services
[ sv Set Priority , TI60K 29,152 K 14220 Host Process for Windows Services
[ sv - 2983 K 15,796 K 1628 Host Process for Windows Services
[ sv 3 Kill Process Del | 30136K 46,584 K 19420 Host Process for Windows Services
[ sv 4060 K 24924 K 19852 Host Process for Windows Services

[ sv Kill Process Tree  Shift+Del | 3565 15512 K 22416 Host Process for Windows Services Microsoft Corporation
e w;ﬁ“ e
[ sv 1512 K 734K ost Process for Windows Services icrosoft Corporation

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Creative Technology Ltd
Hpple Inc.

Microsoft Corporation

= a

<Filter by name>

*

You can also get a DMP, or dump, file from a process. They’re not always easy to work

through, but they can provide a lot of information about what has gone wrong.

Process Explorer Makes It Easy to Spot a Virus

While Windows has gotten much better at preventing malware infections than it used to
be, the amount of freedom provided to users to install any app they want still leads to

malware infections pretty regularly.

X Remove Ads
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@ System and Security

« v 1 @& 5 Control Panel > System and Security >

Control Panel Home
V Security and Maintenance

Review your computer's staty

* System and Security

D
Network snd I Change User Account (
Hardware a ; i
nd Sound ‘ Windows Defender Firewal|
Programs Check firewall status | Allow an ar
User Accounts % S H
ystem

Appearance and

View amoun
Personalization ! OFRAM and procy

Launch remote as
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Clock and Region ) Pow O :
Ease of Access \@ |
Change battery settings
Change when the computey

% File History

Save backup Copies of
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Change what the ..
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l « Backy
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Is Third-Party Windows Antivirus Still Worth It in 20257

Has Windows Defender rendered competing antivirus obsolete?

Unfortunately, spotting malware isn’t always easy. You see a strange executable in Task
Manager (or Process Explorer) and you’re left wondering where it came from and whether
it may be a virus. Luckily for all of us, services like VirusTotal exist, which let you compare
files and executables you find to known malware and run a file through dozens of
antivirus scanners simultaneously. All you need to do is upload the file in question.

31 VirusTotal - Home * +

< (6] 22 virustotal.com/gui/home/upload = ¥ £ & & & o

Z 4 URL, IP address, domain or file hash 4k [,__l. @ & Signin w

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH 49

i N

(Q
Choose file & v['g'lflﬂ‘-l {

Process Explorer automates the entire thing. All you need to do is right-click your
unknown process in Process Explorer and select "Check VirusTotal.com."
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| B1 Process Explorer - Sysinternals: www.sysinternals.com [DESKTCP-ANTOHOS\Equinox]

File Options View Process

Find Users Help

Ricom:|eX| 2& || |
Process | CPU | Private Bytes|
[ ai.exe <001 58512K
| Creative.S BCommand .exe <0.01 123.076 K
| =€) Discord.exe <001 124744K
e |Discord exe 508
() Disc Window 305,124 K
() Disq - 16464 K
() Disc Set Affinity... 595,452 K
() Disq . 13176 K
5 emsedge Set Priority 3 75.220 K
se » Kill Process Del 238K
mse| 54672 K
| Kill Process Tree  Shift+Del 14608 K
mse Restart 8416 K
mse| 54,884 K
mee|  ouspend 49720K
se Create Dump 3 LRSS
mse| 15496 K
- Check VirusTotal.com
=1 g firefonx. 756 K
[Wlcras @, Properties... 2212K
i@ firefi . 284,852 K
@ frf Search Online... Ctrl+M 20,992 K
(@ firefox exe <0.01 94,436 K
(@ firefox exe 89,032 K
(@ firefox exe <0.01 206,084 K
(@ firefox exe 38,024 K
(@ firefox exe <0.01 167,168 K
(@ firefox exe 21828K
(@ firefox exe 96,284 K

|CPU Usage: 9.79%

e, o el S Y

W{ﬁl_]Sd| F‘ID| Description
45660 Local Arificial Inteligence (Al) Host for the Microsof ... Microsoft Corporation
72144 Creative. SBCommand

22744 K
115536 K

121,316 K 24240 Discord

71748 Discord

106,644 K 73576 Discord
55,188 K 23692 Discord
405,316 K 71192 Discord
84,288 K 73352 Discord
161,876 K 81960 Microsoft Edge
8,680 K 28032 Microsoft Edge
46,656 K 70856 Microsoft Edge
40684 K 68104 Microsoft Edge
18,356 K 62836 Microsoft Edge
72,436 K 55720 Microsoft Edge
14,048 K 80624 Microsoft Edge
19,672 K 83832 Microsoft Edge
25372 K 25576 Microsoft Edge

300,664 K 40716 Firefox
9.456 K 85720
91516 K 47824 Firefox
14,848 K 63536 Firefox
94,500 K 74628 Firefox
34672K 86712 Firefox
99.608 K 82876 Firefox
15,136 K 40248 Firefox
89,320 K 34568 Firefox
17.720 K 57660 Firefox
129420 K 57256 Firefox

Commit Charge: 80.23% Processes: 408 Physical Usage: 63.74%

Company Mame

Creative Technology Ltd
Discord Inc.

Discord Inc.

Discord Inc.

Discord Inc.

Discord Inc.

Discord Inc.
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Mozilla Corporation
Mozilla Foundation
Mozilla Corporation
Mozilla Corporation
Mozilla Corporation
Mozilla Corporation
Mozilla Corporation
Mozilla Corporation
Mozilla Corporation
Mozilla Corporation
Mozilla Corporation

= a X

<Filter by name>

Virus Total

[ AHOVETARHER

The executable's has is then compared to the VirusTotal database and the results are
displayed in a column on the right. In the case of Discord.exe, which | knew to be a safe,
reputable application, VirusTotal shows that none of the 77 anti-malware programs

detected Discord as malware.

If you want a detailed breakdown, you can always just click on the result in question to go
to the VirusTotal page instead.
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Virus Total

[ AHOWETARHER
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Z' VirusTotal - File - b5acc105a01° % +

Security vendors' analysis @

Acronis (Static ML) @ Undetected AhnLab-v3

< > (6] 2% virustotal.com/gui/file/b5acc105a0166bd2e427aa47d027858d7b%9a6263c9e8b3... X ¥ E D

Z Q. b5accl05a0166bd224273a47d027858d7b9a6263c9e8b32b5%e3a6b111fdec25 AL D‘ ® &
(&) No security vendors flagged this file as malicious ' Reanalyze = Similar
b5acc105a0166bd2e427aa47d027858d7b9ak2. .. Size Last Analysis Date
Discord.exe 180.62 MB 3days ago

Community
Score peexe signed overlay G4bits
DETECTION DETAILS RELATIONS COMMUNITY

@ Undetected

g & 0

Signin m

More

]
o

EXE

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Do you want to automate chec

& 17 (HEK

This feature has been around for years but few know about it, which is a shame—it is

incredible.
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